NudopmanuonHas naMATKA 10 BONPocaM KH0ep0e30NacHOCTH B CeTH
«HTEepHET»

KomnbrorepHbie BUPYChI

KOMIIBIOTEPHBIIT BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOMU SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO
(konmupoBaHMIO). B jomosHeHuMe K 3TOMY, BHUPYChl MOTYT MOBPEIUTh WIIU
MOJIHOCTBIO YHUUTOKUTh BCE (Pailyibl U TaHHBIE, TIOJKOHTPOJIbHBIE MTOJIB30BATEIIIO,
OT UMEHHU KOTOPOro Oblia 3amylieHa 3apak€HHas IporpamMma, a Takke NOBPEIUTh
WIN JITaXKe YHUYTOXKUTH ONEPAIOHHYI0 CUCTEMY cO BceMH ¢ainiamu B 11esiom. B
OOJBIIMHCTBE CIIy4aeB PacCHpOCTPAHSIIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX IPOTPAMM:

1. Ucnonp3yiiTe COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPbE3IHBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

2. TloctosHHO ycTaHaBIMBaiWTe mMartyd (OOHOBIICHMS, KOTOpPHIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCA C LIEJIBIO JOPa0OTKU MPOrpaMMbl) U APyrue OOHOBIIEHUSI CBOEH
ornepalioHHOM cucreMbl. CkauyuMBaiiTe HMX TOJBKO € OQUIUAIBHOIO caiTa
pa3zpabotunka OC. Ecnm cymiecTByeT peXMM aBTOMAaTHYECKOTO OOHOBIICHHS,
BKJIFOYMTE €T0;

3. PaboraiiTe Ha CBOEM KOMIIbIOTEpE IIOJ IIpaBaMH IOJb30BaTeNsd, a He
aJIMUHUCTPATOpa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTrPaMM
WHCTAJJIMPOBATHCS HA BAlIEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yTe  aHTUBHPYCHBIE  IPOIPAMMHBIE  NPOAYKTBI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. OrpannubTe (PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl HOCTOPOHHHUX JIMII;

6. Ucnonb3yiiTe BHEIIHNE HOCUTEIM UH(POPMALIUU, TaKUE Kak (hienika, JUCK WIH
¢aiin u3 UutepHeTa, TONBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaiiTe KOMIBIOTEPHBbIE (DAlbl, TOJYyYEHHbIE W3 HEHAAEKHBIX
UCTOYHUKOB. Jaxke Te (hailyibl, KOTOpPBIE MPUCTATM BaIllM 3HAKOMBIC. Y TOUHUTE,
ornpaisiiu 1 oHu faHHbie Qaitnbel. Cetu WI-FI C momompeo WI-Fi moxHO
NOJyYUTh O€CINIaTHBIA UHTEPHET-OCTYM B OOIECTBEHHBIX MECTaX: Kade, OTesIX,
TOPrOBBIX IIeHTpax u aj’pomnoprax. Tak ke WI-Fi sBasercs oTanyHOM
BO3MOXKHOCTBIO BbIXxOona B MHTepHer. Ho MHoOrme »sKcmepTbl CUMTAIOT, 4YTO
obmenoctynusie Wi-Fi cetn He sSBIISIOTCS 0€30MacHBIMU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTax Wi-fi:

1. He mepenaBaiite cBOO JHMYHYIO HH(pOpMaIuio depe3 obiienoctymnHbsie Wi-Fi
cetu. PaboTas B HUX, jKeJlaTeIbHO HE BBOAMTH MAPOJU JIOCTYIIA, JIOTUHBI U KaKUe-
100 HOMEDA,

2. Ucnonw3yiiTe 1 OOHOBISITE aHTHUBUPYCHBIE MpPOrpaMMmbl U Opanamaysp. Tem
caMbIM BBl 00e30omacuTe ce0s OT 3aKauku BUPYCa Ha CBOE YCTPOICTRO;

3. Ilpu ucnonszoanun Wi-Fi otkmtounte pynkumio «O0mmii noctyn x gaitinam u
npuntepam». JlaHHas (QyHKIUS 3aKppiTa MO YMOJYAaHUIO, OJHAKO HEKOTOPbIE
M0JIb30BATEIN aKTUBUPYIOT €€ JUIsl yA100CTBa UCIIOIb30BaHMs B paboTe Wi yueoe;

4. He ucnonp3yiite myommunbiii WI-FI nns mepegaun mTu4HBIX JaHHBIX, HATPUMED,
JUISl BBIXO/1A B COLMAJIBHBIE CETH UJIU B AJIEKTPOHHYIO MTOUTY;



5. Hcnonp3yiite TonbKo 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAUTE UMEHHO «https://»;

6. B moOwibHOM Tenedone oTkimounte ¢yHknuto «Ilomkmouenne k Wi-Fi
aBTomMaTudeckn». He momyckaill aBTOMaTHYECKOTO MOJKIIIOUEHHSI YCTPOWCTBA K
cetsim Wi-Fi Ge3 Barero cormnacusi.

CoumnanbHbie ceTH

ConuanbpHasi CeTb - 3TO CaWT, KOTOPBIA MPEIOCTaBISET BO3MOXKHOCTH JIFOASM
OCYLIECTBJISATh OOIEHHE MEXIy co0oil B HMHTepHeTe. Yaie Bcero B HUX JUIA
KOKJIOTO YeJIOBEKa BBIIENSAETCA CBOS JIMYHAS CTpaHW4YKa, HAa KOTOPOM OH
yKa3bIBaeT 0 cebe pa3nuyHyto WHGOpMalMIo, HAuWHAs OT UMEHH, (QaMUIUU U
3aKaH4YMBas JIMUYHBIMU QoTorpadusimu. MHOTHE MOTH30BATEIN HE TOHUMAIOT, YTO
uH(popMaIs, pa3MEIICHHAs UMH B COITMAIBHBIX CETSX, MOXKET OBITh HaICHA U
UCIIOJIb30BaHA KEM YIrOJHO, B TOM 4YHCIE He 00s3arebHO ¢ OJarumu
HaMEPEHUSIMU.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COIUAJIBHBIX CETAX:

1. OrpannubTe COUCOK JApy3el. Y Bac B APY3bsIX HE JIOJDKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuianTe CBOIO YacTHYIO Xu3Hb. He ykaspiBaliTe maponu, TenedoHsl,
ajpeca, JaTy CBOEro pOXICGHUS H  JIPYTyl0 JIMYHYIO  HHGPOPMAIIHIO.
3110yMBIIUICHHUKA MOTYT MCIOJB30BaTh Ja)ke MHPOPMALUIO O TOM, KaK BBl U
BaIly OJIN3KHE TJIAHUPYETE TPOBECTH KAaHUKYIIBI;

3. 3amuinaite CBOIO pEMyTalMIO - JIEPKUTE €€ B UYUCTOTE U 3ajaBaiite cede
BOIIPOC: XOTeNW OBl Bbl, YTOOBI JApPYrUe€ TOJIb30BATEIU BHJEIU, YTO BbI
3arpyxaete? IlogymaiiTe, mpexae uYeM 4YTO-TO OIyOJHMKOBaTh, HAMUCaTh U
3arpy3uTh;

4. Ecau BBl TOBOPUTE C JIIOJABMH, KOTOPBIX HE 3HAETE, HE HCHOJB3YWTE CBOE
peasibHOE UMSI M JIPYTYIO JTUYHYI0 MH(POPMAIIUIO: UMS, MECTO KUTEJIbCTBA, MECTO
paboThI (yueObl) U mpouee;

5. U36eraiite pasmemenust dotorpaduit B MHTEpHETE, T/ie BBl M300pa)K€HBI Ha
MECTHOCTH, [0 KOTOPOU MOKHO ONPEAEIIUTH Ballle MECTOIOJIOKECHUE;

6. Ilpu perucTtpanuu B COIMAJIBHONW CETH HEOOXOIUMO HCIOJB30BAaTh CIIOMKHBIC
MapoJIK, COCTOSIINE U3 OYKB U UG U C KOJIUYECTBOM 3HAKOB HE MEHEE §;

7. Hns conumanbHOW CETH, MOYTHI U JAPYTUX CAWTOB HEOOXOIMMO HCIOJIb30BaTh
pa3zHble mapoiu. Torma, ecau Bac B3JIOMAKOT, TO 3J0YMBIILIEHHUKH MOJy4YaT
JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE ICHbI' U

DJIEKTPOHHBIE JEHBI'M — OTO OYCHb YIOOHBIM CMOCOO TIUIATEXKEH, OJHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIC XOTST IMOJIYYUTh 3TH JACHBIH. DIICKTPOHHBIC
JIEHbI'Y TIOSIBWJIUCh COBCEM HEAAaBHO M HMEHHO H3-3a O3TOr0 BO MHOTHX
rocyiapcTBax 10 CHUX TMOp HEe MPOMHCAHO MPO HUX B 3akoHax. B Poccum xe oHu
GYHKIMOHUPYIOT M O HHUX YK€ NIPOIMKCAHO B 3aKOHE, TJIE€ WX pPa3leisdioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIC U HE aHOHUMHbBIC. Pa3HuIia B TOM, 4TO aHOHUMHBIE
- 9TO T€, B KOTOPBIX pa3pelraeTcs MpOBOAWTH Olepanuu 0e3 uiaeHTHU(UKAIIH
MOJIB30BATENsl, & B HE AHOHWMHBIX HUACHTU(MUKAIMKU TOJIH30BATENS SIBISETCS
oOs3aTenbHON. Takxke cleayer pa3anvarh AJICKTPOHHBIE (PUATHBIE JEHBI'H (PaBHBI



TrOCYy/IapCTBEHHBIM BaJllOTaM) M 3JIEKTPOHHBIE He(UaTHbIE NEHbI'H (HE pPaBHbI
roCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHOI padoTe € JIEKTPOHHBIMHY I€HbIAMH:

1. ITpuBsxuTe K cueTy MOOWIBHBIA TenePoH. DTO camblid yIOOHBIA M OBICTPBIN
Croco0 BOCCTaHOBUThH AOCTYN K cuery. lIpuBsizanHbld TenedoH MOMOXKET, €CiH
3a0yjere CBOM IUIATEXXHBIA MMaposib WIM 3aiJleTe Ha CalT C HE3HaKOMOro
YCTPOMCTBA;

2. MHUcnonwsyiite oxHopa3oBble mnaposu. Ilocie mnepexoma Ha YCHICHHYIO
aBTOPHU3ALMIO BaM YXe He OyAeT yrpoXkaTh ONACHOCTh KpPaXXM WM IepexBaTa
IIJIATEKHOTO MAPOJIS;

3. Broibepute cnoxsbiii maponb. [IpectymHukam OyaeT HENpoCcTO yraiaTh
CJIIOKHBIM Maposnb. HamexHele maponu — 3TO MAapoJM, KOTOPBIE COAEpXkKaT He
MEHee 8 3HAKOB M BKIIIOYAIOT B C€0Sl CTPOYHBIE M MPOMHUCHBIE OYKBBI, UPPBI U
HECKOJIbKO CMBOJIOB, TaKH€ KakK 3HaK Jojuiapa, GyHTa, BOCKIMLATEIbHBIN 3HAK U
T.11. Hanmpumep, StROng!;

4. He BBOIMTE CBOY JIMYHBIE JAHHBIC HA CalTaX, KOTOPBIM HE JOBEPSIETE.
DJIEKTPOHHAS MOYTA

DONEeKTpOoHHAs IMOYTa — 3TO TEXHOJOTHA W MPENOCTABISIEMBIE €0 YCIYTH IIO
NEPECHUIKE U MOITYYEHHIO FIEKTPOHHBIX COOOIIEHUMN, KOTOpPbIE paclpeaesitoTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM MOYTOBBIA SAIIUK BBITJISAUT
CJIEIyIOIUM 00pa3oM: UMsI_TOIb30BaTeNsi(@uMs_JtoMeHa. Takxe Kpome nepeaadu
IPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh IIEpeIaBaTh (pailiibl.

OcHOBHBIE COBETHI 10 0€3011aCHOM padoTe € JIEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mpaBUIIbHBIN MOYTOBBIN cepBuc. B MHTEepHETE €cTh OrpOMHBIN
BBIOOp OECIIIaTHBIX MOYTOBBIX CEPBHUCOB, OJAHAKO JIy4YIlle JOBEPSITh TEM, KOTOPBIX
BBl 3HAETE U KTO U3 HUX IEPBBI B PEUTHHTE;

2. He yxka3piBaiiTe B JUYHOW TouTe NW4HYI0 uHopmaruio. Hanmpumep, myurie
BBIOpATh «MY3bIKaJIbHBIN (paHaT@» nim «pok2013» BmecTo «pomal3y;

3. Ucnonp3yiiTe ABYXATAIHYK0 aBTOPU3ALMI0. DTO KOTJa MOMUMO MapOoJIsl HYXKHO
BBOJUTH KOJ, MpUChUIaeMblii 0 SMS;

4. BpiOepute CIOXKHBIA Mapoib. JJIsi KaXKI0TO MOYTOBOTO SIIHUKA JOJDKEH OBITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY [apOJib;

5. Ecnu ecTh BO3MOKHOCTB HaIlMCaTh CAMOMY CBOM JIMYHBIM BONPOC, UCIIOJIb3yHTE
3Ty BO3MOYXHOCTb;

6. Mcnonp3yiiTe HECKOIBKO MOYTOBBIX SAMMKOB. [IepBBIi 111 YaCTHOM NEPENUCKHU
C aJapecaTaMH, KOTOPBIM BBl JOBEPSIETE. ODTOT SJIEKTPOHHBIA aJpec HE HAJIO
UCIOJI30BaTh IPU PErUCTpaliii Ha (opyMax u cailTax;

7. He oTkpeIBaiiTe aiiiibl U Apyrue BIOKEHUS B MUChMaX AaXKe €CIIU OHU MPHUIILIH
OT Balux Apy3ei. Jlydiie yTouHu, OTHPABIISIN JIM OHU BaM 3TH (aiJibl;

8. Ilocie oxoHuUaHuUs1 pabOTHI HA TOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKIIAAKHU C
caiiToM He 3a0yAbTe HaXaTh Ha «BBIATIY.

Ku0epOy/JIMHT WM BUPTYaJIbHOE U3/1€BaTEIbCTBO

KubepOymmHr — mpeciefoBaHue COOOIICHUSIMH, COJEPKAIMMUA OCKOPOJIECHNS,
arpeccHio, 3alyruBaHue; XyJIUraHCTBO; COLIMAbHOE OOMKOTHUPOBaHHUE C TTOMOIIBIO
Pa3JINYHBIX UHTEPHETCEPBUCOB.



OcHoBHBIE cOBETHI 10 00pb0e ¢ KHOEPOYIIMHIOM:

1. He Opocaiitece B 0oi. VYcnokoiitecb. Eciaum Bbl HayHeTe OTBeyaTh
OCKOpOJICHUSIMU Ha OCKOPOJICHMS, TOIBKO OOJIbIIIE PA30AIKETE KOH(IIHUKT;

2. Ynpasnsiiite cBoel KubeppenyTanuei;

3. AHOHUMHOCTb B ceTH MHHMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHUMHBIM AKKayYHTOM;

4. He crouT BeCTHM XYJIUTaHCKUKA 00pa3 BHUPTyalbHOW >kKu3HU. HWHTEpHET
¢ukcupyeT Bce Ballu JCUCTBUA M COXpaHSET MX. YAaluTh UX OyneT KpaiiHe
3aTpyIHHUTENBHO; 5. Benure ce0s BEKINBO;

6. MUrHopupyiite enuHuyHblii HeratuB. (OQHOpa30BbIE  OCKOPOUTEIbHbBIC
COOOIIEHHsT Jydyllle HUrHOpupoBaTh. OOBIYHO arpeccusi MpeKpamiaeTcss Ha
HayaJbHOM CTauu;

7. OrpaHuubTe JOCTyN arpeccopy. B mporpammax oOMeHa MrHOBEHHBIMH
COOOIICHUSIMU, B COITMATBHBIX CETSAX €CTh BO3MOXHOCTH OJIOKHUPOBKU OTIPABKH
COOOILIEHU C OIPEEIICHHBIX aPECOB;

8. Ecnu BBl cBumerenp kubepOysummHra. Bamm nedcTBUS: BBICTYNHUTH MPOTUB
[peciieioBaTess, IO0Ka3aTb €My, 4YTO €ro JACHUCTBUS OLICHUBAIOTCS HETATUBHO,
MOAAEPKATh )KEPTBY, KOTOPOI HY’KHA ICUXOJOTHYECKAst TOMOIb.

MooOwibHbId Tes1edoH

CoBpemeHnHble cMapTHOHBI U IUIAHIIETHI COJIEPXKAT B ceOE BIOJIHE B3POCIHbIN
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAaIl[MOHAPHBIMU
KoMIiboTepamMu. OJHAKO, CPEACTB 3aLIUTHI 1JIs1 MOJOOHBIX YCTPOMUCTB MOKA OYEHB
Maso. TecTMpoBaHME W TIOMCK YSI3BUMOCTEHW B HHUX IPOUCXOIUT HE TaK
WHTEHCUBHO, KaK ISl MEPCOHAIBHBIX KOMIIBIOTEPOB, TO K€ CaMOE€ KacaeTcsi WU
MOOWIBHBIX — TIpuiokeHud. CoBpeMeHHbIE  MOOWJIbHBIE  Opay3epbl  yxkKe
MPAKTUYECKU JIOTHAIM HACTOJBHBIE aHAJIOTH, OJIHAKO paciiupeHue (QyHKIMOHaIa
BJIEUET 3a COOOM OOJIBLIYIO CIOXKHOCTh M MEHBUIYIO 3alUIIEHHOCTb. Jlaneko He
BCE€ TMPOU3BOJUTENM BBIMYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJI1 0€30MaCHOCTH MOOMJILHOTO TesiepoHa:

1. ByapTe OCTOpOXKHBI, B KOT/Ia BaM MpeajiaratoT O€CIUIaTHBIN KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIC YCIYTH;

2. lymaiite, npexzae yeM otnpaButh SMS, ¢oto wim Buaeo. Bbl TouHO 3Haere,
rzie oHu OyJyT B KOHEUHOM uTOre?

3. Heo6xoammo 0OHOBIIATH OMEPAI[MOHHYIO CUCTEMY Balllero cMapT(hoHa;

4. Vicnonp3yiTe aHTUBUPYCHBIE TPOTPaMMBI [ MOOUIIbHBIX TeIe()OHOB;

5. He 3arpyxkaite NpuiokeHUs OT HEU3BECTHOIO MUCTOYHHMKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHHUE;

6. Tlocne TOro Kak BBl BBIMJIETE C CaiTa, TJe BBOJAWIM JHYHYIO HH(GOPMAIIHIO,
3aiiIuTe B HACTPOUKHU Opay3epa u yaaiauTe cookies;

7. Ilepuognyecku NMpoBepsNTe, KaKUe MIIATHBIE YCIYTH aKTUBUPOBAHBI HAa BallleM
HOMEpPE MOOMIHHOTO TenehoHa;



8. JlaBaiire cBOM HOMep MOOWUIBHOrO TenedoHa TONBKO JIOASM, KOTOPBIX BBI
3HAETE U KOMY JOBEPSETE;

9. Bluetooth nmomxeHn ObITh BBIKIIOYEH, KOrga Bbl MM HE IHoJb3yerech. He
3a0pIBaiiTe HHOTAA POBEPATH ITO.

@UIIMHT WM KPAa’Ka JHYHBIX JAHHbBIX

['maBHas uenb QuimHra - Buaa MIHTepHeT-MOIIEHHNYECTBA, COCTOUT B MOJIyYEHUU
KOHQUICHIMAIBHBIX JaHHBIX II0Jb30BaTeNed — JIOTMHOB M maposieid. Ha
aHrauiickoM si3bike phishing ynraercs kak ¢umuHr (0T fishing — psiOHas 0B,
password — mapoJin).

OcHoBHBbIE cOBETHI 110 O00pbLOE ¢ PUIIMHIOM:

1. Cnegute 3a cBOMM akkayHTOM. Ecnu BbI I0/103p€eBaeTe, UTO Ballla aHKETa ObLIa
B3JIOMaHa, He00XoauMoO 3a0JOKHUpOBaTh €€ M COOOIIUTh aIMUHHUCTpaTOpam
pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Hcnons3yiite Oe3omacHble BeO-CalThl, B TOM YHUCIE, UHTEPHET-MAara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonw3yiiTe CclOoXHbIE W pa3Hble mapoiau. Takum oOpazoMm, eciu
3JIOYMBIIUICHHUKHY B3JIOMAlOT Balll aKKayHT, TO IMOJIYy4YaT JOCTYI TOJIBKO K OJHOMY
BalleMy npo(Quito B CETH, a HE KO BCEM;

4. Eciu Bac «B3JIOMaliny, HEOOXOAUMO MPEAYIPEAUTh 00 3TOM BCEX 3HAKOMBIX,
KOTOpBIE€ JOOaBJIECHBI Y Bac B JIPYy3bsiX, TaK KaK, BO3MOXHO, UM OT Balller0O UMEHU
OyJIeT pacchbulaThCs CIaM U CChUIKU Ha (DUILIMHTOBBIE CAUTBHI;

5. YcranoBute HaaexHbId napoib (PIN) Ha MOOWIIBHBIN TenedoH;

6. OTKJIIOUNTE COXpaHEHHUE MapoJis B Opay3epe;

7. He oTkpbIBaiiTe (hailsibl M APYTUE BIOKEHUS B MHUCbMaX J1a)Ke €CIM OHM MPUILIH
OT Balux Apy3ei. JIyuiie yrouHuTe, OTHPaBIISIIN JIM BaM 3TH (ailiibl.



